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reziume

msoflio ekonomikis ganviTarebis mim-
dinare etapze, sadac umTavresi roli mien-
iWa informaciis eleqtronul matarebleb-
ze gadatanas da maT damuSavebas kiber siv-
rceSi, aucilebeli Seiqmna informaciuli
usafrTxoebis Camoyalibeba da korporati-
uli marTvis sistemebSi misi prioritetu-
lobis gansazRvra. nebismieri finansuri ins-
titutebis da kerZod sabanko sistemis Zir-
iTadi informaciuli aqtivis daculoba
kiber sivrceSi, pirdapir proporciuli gax-
da amave institutebis arsebobasTan. korpo-
ratiuli mmarTvelobis nebismieri mniSvne-
lovani samsaxuris arseboba, Semowmebis da
kontrolis gareSe warmoudgenelia. amit-
om udidesi roli eniWeba Sida auditis
samsaxurs informaciuli usafrTxoebis sis-
temebis auditirebas.

samuSao praqtikidan gamomdinare Segvi-
Zlia vTqvaT, rom saqarTvelos realobaSi
bolomde gaazrebuli ar aris informaciu-
li usafrTxoebasTan dakavSirebuli riske-
bi, rac ar iZleva saSualebas gaZlierdes
da fexi moikidos informaciuli usafrTx-
oebis menejmetis sistemebma (ISMS information
security management system), amitom kvalifici-
uri auditis roli umniSvnelovanesia aRniS-
nuli sistemis mniSvnelobisa da probleme-
bis menejmentisaTvis miwodebisTvis. Cveni
azriT, kvalificiuri auditis daskvna uniS-
vnelovanesi dokumentia Tanamedrove teq-
nologiuri specifikis gamosavlenad da ga-
saazreblad.

statiaSi SevecdebiT warmovaCinoT Ziri-
Tadi mniSvnelobis sakiTxebi, ganvsazRvroT
riskebi, doneebis da prioritetulobis mixed-
viT, aseve CamovayaliboT risk matrica da siste-
mis muSaobaze pasuxismgebeli procesebi.

Cveni azriT yvela finansuri institutSi
informaciuli usafrTxoebis marTvis siste-
mis integraciisaTvis pirvel rigSi aucile-
belia infromaciuli aqtivebis klasifikacia.

sabanko sistemaSi Sida auditis

roli informaciuli

usafrTxoebisa da

klasifikaciis proeqtSi
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informaciuli aqtivi aris nebismieri
aqtivi, romelic Seicavs bankis muSaobisa-
Tvis saWiro informacias. eseTi aqtivebi
SesaZlebelia iyos amobeWdili dokumenti,
kompiuteris myari diski, serveri, qseluri
mowmobiloba da nebismieri eleqtronuli
dokumenti. usafrTxoebis uzrunvelsayofad,
bankma inda aRricxos mis mflobelobaSi
arsebuli yvela aqtivi, Seafasos kritiku-
lobis mixedviT, dadginos riskebi da miani-
Wos statusi romelic gansazRvruli iqne-
ba 1 dan 10 qulamde sistemiT. aRniSnuli
etapis mniSvnelobidan gamomdinare mizanSe-
wonilia Sida auditis CarTuloba. pirvel
rigSi Sida auditis TanamSromelTan er-
Tad unda Sedges informaciuli aqtivebis
klasifikaciis gegma, rac moicavs bankSi
arsebuli yvela struqturis samuSao pro-
cesisTvis saWiro aqtivebis aRricxvas. auc-
ilebelia yvela struqturis kvalificiur
warmomadgenelTan intervius Catareba. rac
saSualebas mogvcems sworad avRweroT ban-
kisTvais mSniSvnelovani yvela aqtivi. praq-
tika gviCvenebs, rom aqtivis mflobelTan
intervius dros pasuxismgebeli piri zed-
metad afasebs mis mflobelobaSi arsebul
aqtivebis mniSvnelobas da amis gamo klasi-
ficirebasac rig SemTxvevebSi ver axdens,
yvela Tavis aqtivs afasebs Sefasebis Skala-
Si umaRlesi quliT, amitom aucilebelia
interviumde ganvumartoT interviuvers Tu
ras gulisxmobs esa Tu is riski da ramden-
ad saziano iqneba aRniSnuli aqtivis dazia-
neba an dakargva bankis informaciuli usa-
frTxoebisaTvis. riskebis Sefasebis krite-
riumebad unda ganvsazRvroT ramodenime sa-
xis Sedegi. erTerTi umTavresi riski bank-
is aqtivebis mimarT aris biznes uwyvetoba
(business continuity), romelic moicavs
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iseT movlenebs, romlis dadgomisas dgeba
bankis muSaobis Seferxeba an paralizeba.
Semdegi mniSvnelobis riski moicavs finan-
sur danakargs, romlis dadgomisas banks
mouwevs finansuri zaralis miReba da bo-
los ganvixilavT reputaciul risks, rom-
lis mniSvneloba SeiZleba meryeobdes umaR-
lesidan yvelaze dabal Sefasebamde, es da-
mokidebulia bankis an finansuri institu-
tis reputaciaze da bazris monopoliur
mdgomareobaze.

aRniSnuli Sefasebis sistemis ganmarte-
bis Semdeg auditori da informaciuli usa-
frTxoebis oficeri iwyeben aqtivebis aRri-
cxvas da Sefasebas. aqtivs riskis garda
aucilebelia mivaniWoT klasificirebis
statusi. aqtivi SeiZleba iyos sami saxis;

· sajaro
· Sida moxmarebis
· konfidencialuri
aqtivis klasifikaciaze, pasuxismgebeli

pirebi arisn aqtivis Semqmneli, mflobeli
TanamSromeli, informaciuli usafrTxoeb-
is oficeri da auditori. mis gavrceleba-
ze yvela is TanamSromelia pasuxismgebe-
li romlebsac aqvT wvdoma ama Tu im sta-
tusis mqone aqtivze.

sajaro aqtivebi (PUBLIC) . sajaro
aqtivebi Tavisufali aqtivebia, romlebic
SeiZleba rogorc bankis SigniT TanamSrom-
lisTvis iyos gamosayenebeli, aseve bankis
gareTac gavrceldes. eseTebs ganekuTvne-
ba sareklamo da aqciebis Sinaarsis Sem-
cveli broSurebi, sareklamo banerebi in-
ternet kontenti romelzec bankis Sesaxeb
informaciaa ganTavsebuli da a.S.

Sida moxmarebis informaciuli aq-
tivebi (INTERNAL), aRniSnul aqtivebi
ganekuTvnilia mxolod bankis Sida Tanam-
SromlebisaTvis da bankTan dakavSirebul
avtorizebuli pirebisaTvis. aRniSnuli aq-
tivebis gareT moxvedra raTqma unda ar aris
sasurveli da mizanSewonilia maTi dacva,
Tumca maTi gasajaroebis SemTxvevaSi bank-
is mimarT raime risk faqtoris Semcveloba
ar ganixileba da raime finansuri zaralis
momtani ver SeiZleba gaxdes bankisTvis da
misi klientebisTvis. msgavsi aqtivebia; Sida
politikebi da procedurebi, momxmareblis
saxelmZRvaneloebi, trening masalebi/bankis
Sida ganawesi, biznes uwyvetobis gegma (ro-
melic moicavs evakuaciis da msgavsi Si-
naarsis samoqmedo gegmebs) da a.S.

konfidencialuri informaciuli aq-
tivi (CONFIDENTIAL) , es aris aqtivi
romelzec gansazRvrul adamianebs SeiZle-
ba qondec wvdoma. eseTi aqtivis dakargva da
gavrceleba gamoiwvevs bankisTvis, misi Tan-
amSromlebisTvis, an kontraqtori organiza-
ciebisaTvis zianis miyenebas, ramac SesaZloa
Zlier riskfaqtorebis finansur, reputaci-
ul an samarTlebriv gaaqtiureba gamoiwvios.
eseT umTavres aqtivs bankSi warmoadgens
klientis an TanamSromlis personaluri
informacia, romlis konfidencialurobas da
dacvas uzrunvelyofs erovnuli bankis reg-
ulacia da personaluri monacemTa dacvis
inspeqtoris aparati. aseve aRsaniSnavia rom
2018 wlis 25 maiss miRebuli regulacia GDPR
evrokavSiris qveynebis moqalaqeebis piradi
monacemTa dacvis Sesaxeb, bevrad arTulebs
moTxovnebs bankebis mimarT.

sakredito an sadepozito portfeli,
finansuri angariSgebebi, auditoruli
daskvnebi, monacemTa bazebi, parolebi, krip-
tografuli gasaRebebi da a.S. zustad bo-
los ganmartebuli konfidencialuri aqtivis
gansazRvrisaTvis aris aRniSnuli samuSao
Casatarebeli. aRniSnuli samuSaos Sedegad
unda miviRoT bankSi arsebuli yvela aq-
tivis klasificireba riskis Sefasebis
gaTvaliswinebiT.

zemoT aRniSnuldan gamomdinare Sem-
degi saxis mokle daskvnis gakeTeba aris
SesaZlebeli;

1. aRniSnulia rom, sajaro aqtivebi Tavis-
ufali aqtivebia, romlebic SeiZleba rogorc
bankis SigniT TanamSromlisTvis iyos ga-
mosayenebeli, aseve bankis gareTac gavr-
celdes. eseTebs ganekuTvneba sareklamo
da aqciebis Sinaarsis Semcveli broSurebi,
sareklamo banerebi internet kontenti
romelzec bankis Sesaxeb informaciaa gan-
Tavsebuli da a.S.

2. SeTavazebulia rom, Sida moxmarebis
informaciuli aqtivebi (INTERNAL), aRniS-
nul aqtivebi ganekuTvnilia mxolod bank-
is Sida TanamSromlebisaTvis da bankTan
dakavSirebul avtorizebuli pirebisaTvis.
aRniSnuli aqtivebis gareT moxvedra raTqma
unda ar aris sasurveli da mizanSewonil-
ia maTi dacva.

3. miTiTebulia rom, konfidencialuri
informaciuli aqtivi (CONFIDENTIAL), es
aris aqtivi romelzec gansazRvrul adami-
anebs SeiZleba qondec wvdoma. eseTi aq-
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tivis dakargva da gavrceleba gamoiwvevs
bankisTvis, misi TanamSromlebisTvis, an kon-
traqtori organizaciebisaTvis zianis miy-

enebas, ramac SesaZloa Zlier riskfaqtore-
bis finansur, reputaciul an samarTlebriv
gaaqtiureba gamoiwvios.
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Summary

1. It is noteworthy that public assets are free assets that may be used for employee inside the bank as well as
outside the bank. These include brochures containing advertising and promotions, advertising banners, internet
content containing information about the bank, etc.

2. It is suggested that information assets of internal consumption (INTERNAL) are designed only for the
internal employees of the bank and authorized persons related to the bank. Of course, it is not desirable to let these
assets appear outside the bank and it is advisable to protect them.

3. It is indicated that a confidential information asset (CONFIDENTIAL) is an asset that specific people may
have access to. The loss and distribution of such an asset will cause damage to the Bank, its employees or
contractor organizations, which may result in financial, reputable or legal activation of risk factors.
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